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Abstract

Harmful manipulation by large language models (LLMs) is now a regula-
tory concern, yet the empirical evidence remains difficult to assess. Harmful
manipulation involves multiple features: an influence goal, tactics that bypass
reasons or exploit vulnerabilities, limited target awareness, successful influ-
ence, and harmful outcomes, which existing studies rarely capture together.
This review organizes the literature by progressively stronger constellations
of these features. Some studies show that LLMs successfully influence be-
liefs through overt argumentation, without clear harm. Other studies show
that LLMs can influence covertly, but without of harm or bypassing reason.
Closest current approximations to harmful manipulation come from studies
attempting to operationalize harmful outcomes. Some show little behavioral
success, Others capture successful harmful influence, but without covert or
reason-bypassing moves. Overall, the literature does not yet provide full evi-
dence of harmful manipulation, but establishes several constituent capacities
that make harmful manipulation by LLMs an empirically grounded risk rather

than a purely speculative one.



Introduction

Harmful manipulation by Al systems has moved rapidly from speculative concern to
regulatory target. The 2026 International Al Safety Report [1] treats ‘influence and
manipulation’ as a distinct risk area, noting that Al systems may generate content
that causes harm by influencing people’s beliefs and behavior. The European Com-
mission’s guidance on Article 5 of the Al Act [2] similarly presents harmful manipu-
lation as a prohibited Al practice, especially when Al systems exploit vulnerabilities
linked to age, disability, or socioeconomic situation.

Despite this attention, it remains unclear what would count as empirical evi-
dence that Al systems in general, and Large Language Models (LLMs) in particular,
can harmfully manipulate humans. The difficulty is both conceptual and operational.
Consider the legal standard in Article 5, for example: it requires manipulative, de-
ceptive, or exploitative (reason-bypassing) techniques; a material distortion of be-
havior that impairs informed decision-making; and significant harm, linked by a
plausible causal chain. The scientific literature, however, rarely studies all these fea-
tures together within designs that would allow for causal inference. Some studies
show successful belief change; others show covert steering, or vulnerability-related
dynamics; but very few attempt to establish the full package in a single design. Show-
ing significant harm is especially difficult, because letting a system produce harmful
influence on real users clearly runs against the ethical constraints on experimental
work.

This short review therefore treats harmful manipulation as a modular construct
rather than a binary one. In addition to asking whether the strongest version of the
phenomenon has already been conclusively demonstrated, it asks what evidence ex-
ists for its constituent features and their combinations. The review argues that cur-
rent evidence does not yet provide much indisputable evidence for the maximal case,
but it does establish several constituent capacities that make harmful manipulation
by LLMs an empirically grounded risk rather than a purely speculative one.

The scope of this review is narrower than the broader literature on Al influence
and misuse [3, 4]. It does not cover all deceitful uses of Al-generated content [5, 6, 7];

nor harmful influence exerted through means other than manipulation, such as the



normalization of bad behavior [8, 9]; nor harms that arise through mistakes or hal-
lucinations by LLMs [10, 11]; nor more general work on the effectiveness of LLM
interactions in addressing conspiracy theories [12, 13], motivating vaccinations [14],
or raising awareness about climate change [15]. These domains remain highly rele-
vant background, and some border closely on the present topic, but they cannot all

be covered in this short review.

Harmful manipulation as a modular construct

For the purposes of this review, we treat harmful manipulation as a modular con-
struct. Assessing the evidence requires separating features that are often discussed
together: the presence of an influence goal, whether the influence operates by by-
passing reasons or exploiting vulnerabilities, the target’s own awareness of that in-
fluence, its effect on beliefs or behavior, and the normative significance of these ef-
fects. Such a modular approach clarifies what the strongest empirical claim of harm-
ful manipulation would amount to. It also allows us to identify which elements of
harmful manipulation a given study establishes.

Our approach maps onto (but does not require us to settle) longstanding debates
about the nature of manipulation. Existing accounts emphasize different proper-
ties of manipulative influence, including deception [16], bypassing reasons or ra-
tional deliberation in favor of exploiting cognitive and emotional vulnerabilities
(17,18, 1,19, 20], pressure short of coercion [21], and autonomy-undermining influ-
ence [22, 23]. Work on technology and manipulation has also emphasized how dig-
ital systems can steer users through opacity and covert influence [20], choice archi-
tecture and dark patterns [24, 25], and interactions that appear neutral while serving
another objective [26]. Jointly, these debates do not deliver a single, agreed defini-
tion of manipulation, but they identify distinct features or dimensions that can be
operationalized separately. We distinguish five such dimensions.

The first is the intentional dimension: whether the influence is specifically di-
rected at changing some target beliefs, preferences, or behavior. This is trivially true
in the experiments we will review, because they usually involve a treatment where

the experimenters explicitly prompted LLMs to influence in a target direction. Gen-
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erally speaking, intent may be harder to establish, as it could reflect more subtle
choices made at the reinforcement learning or deployment stage of an Al system.
The second is the reason-bypassing dimension: whether the influence operates by
bypassing or weakening rational deliberation, for example through emotional pres-
sure, false urgency, trust-building ruses, or reason-bypassing exploitation of vul-
nerabilities. The third is the covert dimension: whether the target recognizes the
influence they are subject to, including its purpose and the interests it serves. The
fourth is efficacy: whether the influence succeeds in changing beliefs, preferences,
or behavior. The fifth is the harmful dimension: what makes a successful influence
problematic. We acknowledge that harm can be complex, graded, and defined at
societal rather than individual level, but in this review we will consider a simple,
binary problem: is the resulting change contrary to the target’s interests?

The modular view helps to distinguish manipulation from other forms of influ-
ence. Rational persuasion and manipulation, for example, both aim to change beliefs,
preferences, or behavior, and both may succeed. In politics, for example, an Al sys-
tem may present arguments intended to change a person’s mind. Rational persua-
sion operates by presenting considerations that the target can recognize and assess
as reasons, which means it does not match manipulation on the reason-bypassing
and covert dimensions. Persuasive political argument is therefore not necessarily
harmful manipulation, even when it succeeds: debate and campaigning are accepted
parts of democratic life, even if they aim to change beliefs and preferences. Similarly,
advertising can share some but not all features of harmful manipulation. Targeted
advertisement may be reason-bypassing or covert, but a full claim of harmful ma-
nipulation across all dimensions would require evidence that the influence succeeds
and that the resulting change is harmful or contrary to the user’s interests.

That said, our goal in this article is not to offer a strict definition of harmful ma-
nipulation by LLMs, but to organize the empirical evidence for this capacity. We
consider that empirical claims for this capacity are stronger when they feature a
greater number of these dimensions. Studies of LLM influence may establish inten-
tionality and success without showing covertness or harm; studies of covert steering
may establish limited user awareness without showing reason-bypassing or harm;

and studies that elicit reason-bypassing tactics to produce harm may not show that



Modular evidence for harmful manipulation by LLMs

Evidence clusters establish different subsets of the features required for the strongest empirical claim.

Influence Reason-

. Covertness Efficacy Harm
goal bypassing
Open political and policy persuasion
Palmer & Spirling 2023; Hackenburg & Margetts 2024; Bai et al. 2025; ® ®
Salvi et al. 2025; Hackenburg et al. 2025; Lin et al. 2025
Covert consumer or opinion steering
Werner et al. 2024; Tang et al. 2025; Jakesch et al. 2023; Nam et al. 2025 . . .
Manipulative attempts toward harmful behavior
Phuong et al. 2024; Akbulut et al. 2026 . . .
Successful harmful influence
Costello et al. 2026 ® ® ®

No current cluster establishes the full conjunction.

Figure 1: Summary of evidence for constituent features of harmful manipulation.

these tactics actually change behavior. The review therefore follows an evidential or-
dering (see Figure 1), moving from successful open influence, to covert steering and
manipulative mechanisms, to the closest current approximations of harmful ma-
nipulation, where constellations of features are strongest, but the evidence remains

ethically or methodologically constrained.

Open influence without reason-bypassing tactics or harm

Successful influence without strong evidence of covertness, reason-bypassing, or
harm is best illustrated by the literature on political and policy persuasion. This lit-
erature now provides substantial evidence that LLMs can change people’s attitudes
on public issues, often with effectiveness comparable to that of human-generated
messages. This influence can be achieved both through static LLM-generated mes-
sages [27, 28, 29], and from dynamic dialogues between LLMs and users [30, 31, 32].

This evidence does not, however, amount to evidence of harm. To establish
harmful persuasion in political contexts, one would need to show not only that
LLMs can change attitudes, but that they can move people toward policies, parties,

or political choices that run against their interests or values, or toward forms of sup-
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port they would later regret. Nor are the influence attempts covert: participants are
typically exposed to arguments explicitly intended to persuade them. The situation
would be different if, for example, participants were presented with an LLM-driven
voting advice application whose explicit aim was to provide neutral information
[33], but whose internal goal was to push them towards a specific political party.

A final reason this literature falls short of harmful manipulation is that the per-
suasive effect does not seem to rely primarily on personalized, reason-bypassing
moves. The largest and most systematic results suggest that tailoring messages to
users adds little to persuasive success [28, 31]. More importantly, the apparent drivers
of persuasion are recognizably argumentative: participants respond more favorably
to messages that are factual, evidence-based, logically reasoned, and relatively dis-
passionate [32, 29]. In other words, this literature establishes that LL.Ms can be com-
petent political persuaders, but it does not establish that they persuade by covertly

exploiting vulnerabilities.

Covert influence without reason-bypassing tactics or harm

Successful covert influence without obvious harm is best illustrated by a small lit-
erature on commercial steering, plus one non-commercial case. A first line of work
does not measure success, but shows that LLMs can be made to steer users in ways
that favor company profits [34], for example by recommending overpriced products
or concealing unfavorable prices. This work does not measure successful steering,
but it does show that steering attempts against user interests are already easy to elicit.

Evidence for success comes from one experiment [26] in which participants
interacted with a GPT-4 shopping assistant instructed to subtly favor one of two
books. Of the 61% of participants who detected the steering, 67% chose the target
book; of the 39% who did not, 75% chose it. This result isolates covertness as a con-
tributor to successful influence: not realizing that one is being steered increases the
steering’s effectiveness. However, the outcome is not necessarily harmful, beyond
the more abstract concern that consumer autonomy may be distorted when influ-
ence is disguised as organic advice. A comparable experiment [35] found that about

50% of participants did not realize they were being served an ad during interaction



with an LLM-based shopping assistant, although that study could not show signifi-
cant evidence of successful steering.

A similar constellation appears outside consumer choice. In one experiment
[36], participants used an LLM assistant to co-write a text about whether social me-
dia are good or bad for society. The assistant was prompted to steer them toward
one side, and it succeeded: it changed both the sentiment of their text and their later
views. Many participants did not recognize the system as one-sided, often judg-
ing its suggestions balanced and reasonable. This again suggests successful covert
influence, but not clear harm. Evidence for reason-bypassing is weaker still. A con-
sumer study [37] tested strategies aimed at generic cognitive vulnerabilities, such as
scarcity or urgency cues, or framings that attempted to leverage cognitive biases.
Effects were very small, and (just as in political contexts) when persuasion occurred
it seemed to be driven mainly by factual information rather than by successful ex-

ploitation of those reason-bypassing levers.

Closest approximations to harmful manipulation

None of the work reviewed so far attempted to create harmful outcomes for par-
ticipants, which is understandable, since doing so makes the ethical constraints on
experimentation much harder to navigate. Some studies, however, have tried to op-
erationalize harm in limited, ethically bounded ways. Two recent DeepMind papers
are especially useful here, because they examine whether models can deploy covert
or reason-bypassing moves in order to induce behavior that is at least plausibly mis-
aligned with the participant’s interests.

In one such experiment [38], participants interacted with a chatbot presented as
a learning tool. The model was in fact instructed to induce them to take dangerous
actions such as clicking a suspicious link or running suspicious code. This comes
close to harmful manipulation because the influence attempt is covert, behavioral,
and directed toward actions that are at least plausibly harmful. The paper’s qualita-
tive analysis also suggests that the model relied on manipulative moves, including
ruses, trust-building, and some tailoring to participants’ interests. There was only

limited evidence of success, however, because participants already displayed the tar-
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get behaviors at high rates in the control condition. This is perhaps not surprising,
since participants in an experiment have little reason to believe that experimenters
would expose them to malicious links or code.

In another experiment [39], participants interacted with models instructed, for
example, to persuade them to invest a one-dollar bonus in a risky rather than a stable
fund; other contexts included policy and health. The models did so using recogniz-
ably reason-bypassing moves, such as appeals to guilt or fear, false urgency, social
conformity pressure, or attempts to induce doubt. These cues appeared in 30% of
turns under explicit steering, compared to 9% in the control condition. Yet there was
little evidence that these manipulative moves translated into meaningful behavioral
harm, since the effects on behavior were either null or very small. Here again, there
is evidence that chatbots can attempt harmful manipulation, but not clear evidence
that they succeed.

A very different approximation is provided by a study in which a chatbot suc-
cessfully convinced participants that a conspiracy theory was true [40]. This is a
clear example of successful harmful influence. However, the influence attempt is not
covert, since participants are fully aware that the model is trying to persuade them.
Nor does the study provide clean evidence of reason-bypassing. Rather, the model
seems to achieve success through the careful selection, arrangement, and framing of

facts, which makes its behavior closer to rational persuasion than to manipulation.

Directions for future research

A priority for future research is to design protocols which will allow to explore the
full set of features that provide clear-cut evidence for the capacity of a LLM to en-
gage in harmful manipulation. Studies can safely elicit pressure, urgency, guilt, flat-
tery, or trust-building ruses, but they also need outcome measures that make clear
whether these tactics succeed in changing behavior, and that they change behavior
in a way that is harmful. Where real harm cannot be imposed, useful approxima-
tions include small but real stakes, and reversible choices or outcomes that can be
corrected immediately after the study. Such designs would not eliminate the gap be-

tween laboratory harm and real-world harm, but they would make that gap explicit.



As a corollary, a priority is to define the user’s interests independently of the
model’s objective. Without such a benchmark, it is difficult to tell whether an LLM
has merely changed a preference or has moved the user toward an outcome that is
harmful, regretted, or contrary to their values. Future work could therefore com-
bine behavioral outcomes with post-interaction regret, and longer-term follow-up.
These additions would help the field move from showing that LLMs can influence
people to showing when, how, and for whom that influence becomes harmful ma-

nipulation.

Conclusion

In its strongest form, harmful manipulation by LLMs remains more of an empir-
ical target than a documented fact. The current literature does not yet show, in a
single and unequivocal design, the full conjunction of intentional, covert, reason-
bypassing, successful, and harmful influence. What it does show is a growing set of
constituent capacities: LLMs can persuade, they can sometimes do so covertly, they
can deploy recognizably manipulative moves, and they can in some contexts push
people in directions which are not in their interest. The strongest current evidence
therefore does not justify maximal claims, but it does justify treating harmful manip-
ulation by LLMs as an empirically grounded risk, rather than a purely speculative

one.
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